Security issues involving overseas Chinese in Africa have been increasing recently, attracting extensive attention. Based on statistics gathered from the official website of the Chinese Foreign Ministry, and a questionnaire survey put to Chinese enterprises operating in Africa, the author summarizes various security risks which Chinese confront in Africa. The nature of the risks vary, including political risk, social security risk, risks caused by unlawful acts of Chinese citizens themselves, pandemic diseases, terrorist attacks, piracy, traffic accidents, financial fraud and natural disasters. The work explores how Chinese embassies and consulates in Africa, with the cooperation of Chinese companies, have established a diversified prevention mechanism and an efficient crisis response system in order to provide better protection to Chinese enterprises and citizens in Africa. The paper also addresses some of the pressing issues which still need to be addressed with regards to China's consular protection practice in Africa.
Introduction
In terms of China's "going out" strategy, Africa serves as one of China's fastest growing destinations for project contracting and foreign direct investment. Currently, Africa serves as China's second largest engineering contracting market and fourth largest overseas investment destination. As of June 2012, more than 2,000 Chinese enterprises of various kinds in Africa were engaged within 50 African countries (People's Daily 2012 a). According to China's Ministry of Foreign Affairs most recent data, over 500 000 Chinese have immigrated to Africa since the turn of the century (Ministry of Foreign Affairs, 2011 a). Media reports dating back to early 2012 state that around 1 million Chinese citizens have engaged in various business activities in Africa (Sina 2012) . In recent years, the issue of protection has become a prominent issue, with African countries such as Egypt, Sudan, Congo (DRC), Nigeria and Ghana, amongst others, witnessing security incidents involving Chinese citizens. From July to September 2012, the author conducted a questionnaire in 18 African countries 2 which surveyed 128 Chinese-funded enterprises 3 . Through a textual analysis of the questionnaire, this paper outlines the general characteristics of security threats both encountered and posed by Chinese citizens in Africa. The research also makes some suggestions as to how to improve the security of Chinese citizens abroad.
Consular protection policies are obliged to provide assistance to their nationals, such as providing international travel safety information, assistance to hire lawyers and translators, visiting detainees and helping evacuate dangerous areas (Qichen, 2005) . Protection services extending beyond consular protection is an important aspect of this work, particularly to Chinese enterprises, where many Chinese citizens based in foreign countries work (Department of Consular Affairs 2010).
The Security risk categories of Chinese citizens in Africa
One of the primary sources of data for this project has been the Chinese Ministry of Foreign Affairs issuance of security alert messages. From 27 June, 2006 , to 30 Octo-ber, 2012 , the Ministry listed 932 security warnings; among them, 288 were related to African countries, accounting for 30.9% of the total, indicating that Chinese face significant risks within Africa. 
Data Source：Website of the Ministry of Foreign Affairs (3)
The second, equally important source of information is the afore-mentioned survey. Questionnaires were sent to 128 Chinese companies of which only five of the countries 4 are considered "safe" countries; approximately 60% of the companies (77) claimed that the countries in which they worked were safe and that daily life posed no problems; approximately 30% (39) of the companies claimed that they needed to exercise caution when going out; 5% (7) of the respondents from the enterprises interviewed claimed that the countries in which they worked were very unsafe, and they needed to exercise caution at all times. These findings our outlined in Table 2 .
Overall, the risks facing Chinese companies in Africa can be broadly divided into the nine following categories: (5) smoking on airplanes; (6) bribing local police; (7) the illegal possession of alcohol and (8) failure to comply with other local laws and regulations. For example on May 22, 2012, 105 Chinese businessmen in Nigeria were detained under a drive to implement more stringent immigration policies. On the same day, 38 Chinese citizens suspected of illegal gold mining in Ghana were arrested. In October, a number of law enforcement agencies in Ghana's gold mining areas arrested more than 90 suspected illegal gold miners of Chinese origin, leading to the death of one Chinese citizen. The main problem arising from Chinese engagement with host countries' laws is twofold: firstly, there are certain Chinese nationals who do not properly understand the laws and regulations of the host country and secondly, there Chinese nationals who deliberately defy the law for their own selfish ends.
Political risk

Regions
The spread of epidemic diseases
The African continent is prone to epidemic diseases which pose a substantial threat to foreign nationals. Security warnings issued by the MFA related to epidemic diseases in Africa involve 20 countries, about 37% of the total of African countries. Epidemic diseases have arisen in several countries including CongoBrazzaville, Ghana, Uganda, Tanzania and Mozambique. Types of disease including Ebola, Chikungya fever, cholera, Influenza A (sub-type H1N1), polio, dengue fever, anthrax, Rift Valley fever, H5N1, yellow fever and 10 other kinds of illnesses. Among them, cholera outbreaks are the most extensive. According to the Foreign Ministry website, from June 2006 to October 2012, Angola, Congo (Brazzaville), Congo (DRC), Guinea-Bissau, Ghana, Zimbabwe, Malawi, Mozambique, Nigeria, Sierra Leone, Tanzania and the African Republic have all undergone large-scale epidemics.
Terrorist attacks
The Ministry of Foreign Affairs has published 33 security alerts on its web-site with regards to terrorist attacks. The countries involved include Nigeria, Niger, Kenya, Mali, Rwanda, Senegal, Mauritania, Algeria, Morocco, Egypt, Tanzania and another 11 countries. Chinese enterprises and citizens directly affected by terrorist activities can be divided into two cases, one in which Chinese citizens are directly targeted and the other where they are unfortunate, collateral victims of broader attacks which do not specifically target Chinese persons or enterprises. With regards to the former, in January 2007, five Chinese engineers in Nigeria's Rivers State were abducted by unidentified armed men; this was the first kidnapping of Chinese workers. In April, a Chinese oil company project team were attacked in Ethiopia by Somali militants; nine Chinese people were killed and seven were kidnapped. In July, employees of a Chinese company in Niger were kidnapped by members of the "Niger Movement for Justice". In January 2012,employees of Sino-Hydro Corporation , busy conducting a highway project in South Sudan's South Kordofan region, were attacked by the Sudan Peoples' Liberation Movement -North (SPLM-N). 29 Chinese workers were abducted, and one employee was killed. There are also instances of Chinese nationals being killed in attacks not specifically aimed at Chinese. For instance, in June 2010 in the Algerian province of Bouira, a suicide car-bomb attack killed a Chinese person working as a driver.
Pirate attacks
The Chinese citizens of possible flooding and how a lack of attention to disaster and disease prevention measures could exacerbate the situation. Chinese citizens whose homes, workplaces and factories were located in low-lying areas need to make contingency plans. In October, the Chinese Consulate General in Lagos issued a safety alert on the embassy website to inform Chinese institutions and citizens that six states were threatened by floods caused by torrential rain, reminding them to take effective measures, such as flood control work, to ensure the safety of persons and property .
The above security risks that Chinese face in Africa are complex and diverse. Certainly, some of these risks are ones which Chinese have suffered in various other parts of the globe including illegal activities by Chinese citizens themselves, accidents and natural disasters. However, certain security risks are more prominent in Africa, such as political risk, security issues, epidemics, piracy and so on.
Features of African consular protection
As mentioned above, both Chinese-funded enterprises and Chinese citizens within Africa face a number of heterogeneous risks. To addresses these security issues, Chi-nese consular protection services need to adjust accordingly to the varied situations of the region.
In addressing the volatile political and security situation in Africa, the Chinese Foreign Ministry within African consulates, other government departments and Chinese-funded enterprises need to pay attention to the variety of ways in which preventive consular protection can be administered.
Firstly, in terms of African elections which are susceptible to causing instability, the Chinese Embassy and consulates need to remind local and overseas-funded enterprises to be vigilant and employ safety precautions. In April 2010, with the Sudanese national elections approaching, the Consulate General in Juba took measures to remind local and overseas-funded enterprises to improve security awareness, with timely exchange of relevant information between both the consulate and business and sustained close contact between the two parties. Prior to the Mali coup of 2012, the Chinese embassy repeatedly reminded the relevant enterprises to take precautionary measures in advance. During the coup, the embassy has held three meetings which included political and security updates. There was a drive to reduce the number of unnecessary personnel in the county as well as deploying all possible measures to protect the personal safety of construction workers.
Secondly, changes in a given country's political situation need to be monitored as they have implications for the Chinese-funded enterprises, property and the personal safety of citizens; such safety depends on maintaining contact with new regimes. After the shift in power of the Libyan government on September 12, 2012, the Chinese government announced its recognition of the Libyan "National Transitional Council" as the ruling authority of Libya and expressed the wish that earlier agreements and treaties between the Libyans and the Chinese would continue to be valid (Xinhua, 2011) . After the coup in Mali, the Chinese embassy successfully obtained assurances from the military and transitional government leaders that Chinese enterprises and personnel would not be harmed (Ministry of Foreign Af-fairs, 2012 a).
Thirdly, Chinese embassies, consulates and enterprises in African countries think highly of cultivating good relations with local influential groups. In March 2011, Chinese embassy diplomats stationed in Ethiopia drove to over 3200 meters above sea level to the village of Dodola in order to consult with administrative official and tribal elders (Ministry of Foreign Affairs, 2011 b). China Civil Engineering Construction Corporation, which has been operating in Nigeria for many years, has set rules that its managers must pay a visit to influential people and local youth organizations at each new place where they intend to start a business (CCTV 2007 Eighth, there has been the creation overseas Chinese consular protection cards (in the form of documentation of registered Chinese citizens and companies) and establishing a system of co-ordinated consular protection. In order to help overseas Chinese communicate their queries to the embassy and seek consular protection, the Chinese Ambassador to Botswana established overseas Chinese consular protection cards in Botswana so that overseas Chinese could access consular protection when needed (Ministry of Foreign Affairs, 2012 c). In addition, the Chinese ambassador to Botswana asked that overseas Chinese associations select members of the community to serve as consular protection coordinators and to update the Chinese embassy on the community's current situation. The consular section officers of the embassy hold consular protection coordinator meetings regularly. The Chinese ambassador to Sudan has built up a system in which all staff of firms which register are part of a network of communication (People's Daily, 2012 b ).
Ninth, Chinese embassies business departments keep touch with local business through irregular meetings and networks. The author's questionnaire showed that 58.9% of companies interviewed claimed that the Chinese embassy had held occasional meetings with them in the context of emergency notification; 32.3% of companies claimed that the Chinese embassy held regular meetings with them with regards to emergency situations. Various Chinese embassies abroad hold occasional security meetings attended by representatives of local business communities. The department, via websites (including the embassy website), "QQ" web chat forums and overseas Chinese websites publish security notices 6 .
Tenth, Chinese enterprises in Africa have a strong sense of risk prevention awareness, and invest much by way of security. In November 2011, diplomats from the Chinese embassy in Kenya were interviewed by the author. They claimed that in the case of a serious security situation, Chinese enterprises hire local security, normally up to ten people, but in some cases there have been more than fifty. In other cases, hired armed police have been employed. In Kenya, there are two organizations, the China Economic and Trade Association of Kenya and The Federation of Overseas Chinese. The embassy officers go through these two organizations to disseminate information on security measures to Chinese enterprises and citizens in Kenya 7 . In May 2012, a representative of China Hydropower Construction Group in Ethiopia, told the author that the company took many measures to protect their staff. They had pre-arrival training and are taught to pay attention to construction-site safety. When the staff arrive Ethiopia, the representative agency employs an expert to give lectures on the cultural and religious differences between the inhabitants of north and south Ethiopia. During operations in dangerous areas, local police and security are hired; fences have been heightened, no night working is allowed and finance staff are accompanied by security guards when transiting cash. The commerce association in Ethiopia gives workers training, including lectures by lawyers about local laws, labour and tax policy. Chinese enterprises also share their experiences with each other. "QQ groups" between Chinese enterprises employees in Ethiopia communicate to each other about resources, HR and finance 8 . In response to the question "which measures do your company take in the protection of staff safety?", 78.9% respondents stated that they hire local security companies; 70.3% chose building walls around working and living areas; 64.1% said that the company established detailed security measures, including drilling and regular checks; 20.3% used local army to help with security work. 7.8% and 7% said the company dug ditches around residential areas and hired Chinese security.
Sufficient measures for consular protection
The Chinese embassy has ordered big state-owned companies to have emergency plans. For example, the business section of the Chinese embassy in Ethiopia has requested state-owned companies and big private companies to report their emergency plans, with warnings issued to those who have not submitted plans. Plans included emergency evacuation routes and the appointment of responsible persons to supervise the task. The embassy visits each firm to observe demonstrations of the plan, including fire escape checks and lists of safety precautions.
Emergencies are categorized into several levels, employing different colours to indicate different emergency situations. The consular section of the embassy has also circulated various documents on emergency consular protection. The business section of the Chinese embassy in Ethiopia relies on the commerce association to send their notices to Chinese enterprises; and there are "QQ" groups between the department and the companies. If they encounter an emergency, the department will inform the principal of the association and two secretaries (separately in change contracting enterprise and investment enterprises), who will inform enterprise representatives.
Second, in terms of dealing with Chinese citizens' emergencies in Africa, the consular protection emergency mechanism draws on a "four in one" feature. The "four in one" feature refers to coordination between the central government, local Chinese communities abroad, enterprises abroad and local embassies (Xinhua 2012 This demonstrates that Chinese embassies in Africa positively cooperate with the Chinese enterprises in Africa, building diversified prevention mechanisms and employing effective emergency response mechanisms for the protection of Chinese citizens in Africa and Chinese enterprises in Africa.
Some thinking of China's consular protection in Africa
It is undeniable that Chinese consular protection in Africa has remained steadfastthe Libya escape mission in early 2011 is one example. Nevertheless, there are still some questions worth considering.
Firstly, Chinese enterprises and Chinese citizens in Africa urgently need to increase their understanding of local laws and policy. As mentioned above in the question-naire, 61% of respondents thought that a major risk toward Chinese enterprises in Africa was due to a given company's a lack of understanding toward local laws and policy; 60 % of respondents felt that their workers were ignorant of local laws and policy. Thus, more work needs to be done in terms of reinforcing research on Africa countries' laws and policy and the spreading of information Secondly, to mitigate huge political risk purchasing investment insurance is very important. The questionnaire result showed that only less than one third (27.3%) of Chinese enterprises in Africa purchased such insurance; 35.2% of respondents did not and the other 37.5% said they were undecided. This differs from firms in the developed world, in which insurance is far more prominent. Currently, China's insurance industry with regards to political risk is undeveloped.
Third, in terms of handling Chinese citizens' offences abroad, some Chinese embassies are prone to take the side of Chinese citizens, sometimes attempting to exempt Chinese citizens from punishment
The author discovered that some Chinese enterprises staff had been arrested for using fake invoices to avoid tax payments. However, when the local embassy received the information, they sent some staff to negotiate with local police, resulting in bail. Other Chinese citizens were caught with ivory but later released. The same situation occurred with South Koreans but they met with different consequences: they could not receive such help from their own embassy, and remained under arrest. While such measures offer a short-term solution to the problem, it encourages citizens to act unethically. Additionally it will hurt China's national image, damaging relations between China and Africa. Recently, there have been incidents of Chinese citizens fighting with the local police. In this sense, more overseas Chinese need to be alerted to the help they can receive from their embassies. The questionnaire data showed that 53.1% of respondents had heard about consular protection but were unclear with regards to specific information. 10.2% of respondents said they did not even know what "consular protection" was.
